EFFECTIVE INFORMATION SECURITY POLICIES
FOR EFFICIENT REMOTE WORKING: SOFTWARE
PROFESSIONALS' PERSPECTIVE

Amarasinghe Arachchige Dileesha Sandamali

179129N

Degree of Master of Business Administration in Information Technology

Department of Computer Science and Engineering

University of Moratuwa

Sri Lanka

May 2019



EFFECTIVE INFORMATION SECURITY POLICIES
FOR EFFICIENT REMOTE WORKING: SOFTWARE
PROFESSIONALS' PERSPECTIVE

Amarasinghe Arachchige Dileesha Sandamali

179129N

Thesis submitted to the Department of Computer Science and Engineering of the
University of Moratuwa in partial fulfilment of the requirement for the Degree of

Master of Business Administration in Information Technology.

Department of Computer Science and Engineering

University of Moratuwa

Sri Lanka

May 2019



DECLARATION

| declare that this is my own work and this thesis does not incorporate without
acknowledgement any material previously submitted for a Degree or Diploma in any
other University or institute of higher learning and to the best of my knowledge and
belief it does not contain any material previously published or written by another

person except where the acknowledgement is made in the text.

Also, | hereby grant to University of Moratuwa the non-exclusive right to reproduce
and distribute my thesis, in whole or in part in print, electronic or other medium. |
retain the right to use this content in whole or part in future works (such as articles or
books).

A. A. D. Sandamali Date

(Signature of the candidate)

The above candidate has carried out research for the Masters thesis under my

supervision.

Dr. Shantha Fernando Date

(Signature of the Supervisor)



COPYRIGHT STATEMENT

| hereby grant the University of Moratuwa the right to archive and to make available my thesis
or dissertation in whole or part in the University Libraries in all forms of media, subject to the
provisions of the current copyright act of Sri Lanka. | retain all proprietary rights, such as
patent rights. | also retain the right to use in future works (such as articles or books) all or part

of this thesis or dissertation.




Abstract

The increasing extensive use on mobile devices and concepts like Bring Your Own Device
(BYOD) together with sophisticated technologies empower the concept of “remote working”
(also called teleworking, work-from-home) as a growing trend in software practice, making
the security of information more wvulnerable. The necessity for security measures is
significantly arising in this context. It is problematic if productivity is disturbed when it is
attempted to realize the target of reducing this risk via security measures. Through this
research, it was intended to find out what perception do the remote working software
professionals have on the Information Security Policy (ISP) as a creator of productivity
pitfalls and what considerations should there be when devising information security policies
to keep remote workers in the software industry efficient. A detailed guantitative approach
followed by a short qualitative analysis were engaged to learn about the perception of the

remote-working software professionals based on data gathered via a survey.

Several aspects such as, "the increase of additional work and procedures due to policy",
"complexities and issues in following the policy", along with "awareness of the policy and
information security in general™, were identified to have a significant positive impact on the
remote working software professional’s productivity. Also, it shows that not only the non-
managerial staff but also the managerial staff need to improve, disapproving the assumption
that management is following the correct procedures. Based on these findings,
recommendations were made that could be considered when setting up an ISP. However, due
to limitations in accessing the data, results are mostly relevant to the private sector. It is
expected that this study would be beneficial to policy-makers by getting prior knowledge of
what is affecting the performance of the ISP and to the end-users by enabling them to

involve in policy making to make finally their own lives easy.
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Abbreviation

BYOD
GDPR
loT

PESTEL

SOHO
ROI

LIST OF ABBREVIATIONS

Description

Bring Your Own Device

General Data Protection Regulation

Internet of Things

Information Security

Information Security Policy

Information Technology

Political, Economic, Social, Technological, Environmental,
Legal factors

Small Office — Home Office concept

Return on investment
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