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ABSTRACT

In modern organizations, information security is a key area of concern. To achieve
information security in a methodical manner, many organizations adopt standards for the
development and application of security mechanisms as well as policies. However, the use of
these information security standards in the development of security techniques and policies,
must take into consideration the structure and other properties that define the particular
characteristics of the organization.

This research is focused on determining human factors of the successful achievement of
widely used information security standards in an organization having a highly hierarchical
management structure. The research for this purpose was conducted as a case study. | have
selected Sri Lanka Navy as the highly hierarchical organization.

The data for the research was collected from relevant personnel at different levels within the
highly hierarchical organization. Information Technology department of the highly
hierarchical organization is used on behalf of the organization for the data collection due to
convenience and as it represents the same characteristics. The research has involved the use
of control and management of collecting information by using a self-administered
guestionnaire. The data collected using this research instrument was analyzed by statistical
methods to validate a set of hypotheses that were created based on an identified collection of
factors, which influences the determination of human factors of the achievement of
information security in a highly hierarchical organization.

29 ¢ LR INT3

The independent variables are “control of work,” “delegation,” “co-operation,” “awareness”
and “attitudes” and reflect good internal consistency in the data collection instrument. The
dependent variable named “Human Factors for successful achievement of Information
Security in a highly hierarchical organization” has similarly high internal consistency within
the research instrument.

In conclusion, the most effective human factors have been identified by using aforesaid
different types of analytical methods of achievement in the information security of the highly
hierarchical organization.

Keywords: Highly hierarchical organization, Human factors, Information security
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1. INTRODUCTION

1.1 Background

Information Security (IS) has become one of the most important aspects of
Information Technology (IT) in modern organizations. This is particularly true of
organizations which rely heavily on IT infrastructure and services in order to operate
successfully in the global interconnected business environment. While the facts of
application and operation of the IS are handled by the technology dominant aspects
of design, implementation and deployment of systems, the management and control
aspects of IS are reliant on the procedures and policies of the organization. In this
context, the identification of human factors to improve IS and to harmonize IS

related activities of an organization is critically important.

Currently, there is a plethora of documentation and a repository of knowledge
available on the application of IS standards in regular commercial enterprises of
different business domains with various scales of operation. However, it is less well
known with regard to information about the determination of the human factors on

how ISMS can be achieved effectively in a Highly Hierarchical Organization (HHO).

At present, the Information Security Management Standards are commonly used and
widely accepted in organizations where IT plays a dominant role (Susanto et al.,
2011) and provides guidance in the formulation of a sound Information Security
Management System (ISMS) (Hsu et al., 2016).

The application of the ISMS is based on the concept of PDCA as shown in Figure 1.1

below.
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Figure 1.1: Plan, Do, Check and Act
Source: (Beckers et al., 2012, p. 248)

The ‘PLAN’ process establishes the IS objectives for the management of IS. The
‘DO’ process indicates the application of the standard within the organization. The
'CHECK" process ensures monitoring of security and then reports the results to the
management. Finally, the 'ACT' process provides preventive measures in the case of
any breaches in IS. This ISM process ensures the security, confidentiality and
integrity of information within the organization. This increases the quality level of IS

systems in HHOs.

Human factors have a considerable impact on the application of IS in HHOs (Shojaie
et al., 2015). Lack of awareness of stakeholders, unclear policies and staff rejection
are the minus factors in the application of IS in an organization (Fazlida et al., 2015).
The basic elements of every ISM need to be aligned with the vision, mission and
goals of the organization (Haufe et al., 2016). Today, IS is no longer only an IT issue
handled by the IT department, but is considered to be the collective responsibility of
the entire staff of the organization. Therefore, the establishment and achievement of
such an ISMS require the special focus and participation of employees at all levels

and warrants their full commitment and accountability (Dey, 2007).

The objective of this study is to show the human factors and industry best practice
guidelines for the achievement of IS in an HHO in order to overcome challenges and

obstacles and increase the benefits to the organization.



1.1.1 Motivation

This research focuses on finding the human factors that have a significant impact on
the application of IS in an HHO in the government sector of Sri Lanka, which is
subject to many rules, regulations and other administrative controls defined by law.
The HHO taken as a case study for this research was the Sri Lanka Navy. There had
already been several IS breach incidents within this HHO and to count such
occurrences there should be a proper achievement of IS in the future. Consequently,
top management gave their support for the research to be carried out under the

guidance of the head of IT in the HH organization.
1.1.2 Research Scope

Implementing and achieving IS standards are essential for modern organizations.
However, in order for it to be successfully achieved, it is essential for employees to
adhere to the policies, procedures and best practices of ISM. The first step is to
obtain the commitment of the relevant personnel (top, middle, and low-level
management) in the HHO to comply with the requirements of the application of IS
standards. After considering the factors which affect ISM, four main factors can be

identified as shown in Figure 1.2.

Human
_ Factors affecting
Technological ———— | compliance with the
IS in an HHO

Organizational

Regulatory

Figure 1.2: Factors affecting compliance with the IS in an HHO



Employees are the most important factor which affects IS, when compared to the
other factors as shown in figure 1.2, which affect compliance with IS standards
(Shojaie et al., 2015). Therefore, this study focused on the human factors in the
achievement of 1S in an HHO. The scope of this research was narrowed down to the
human factors as other factors such as organizational, technological and regulatory
factors do not adversely affect the research findings. The technological factor has
low volatility as the HHO adopts new technology slowly. The regulatory factor does
not change at all in HHO and organizational factor is also having rigid behavior and

only the human factor elements can be manipulated.

This research is intended to determine the human factors and to show the best
practices as guidelines for the achievement of the IS within the constraints of an
HHO.

1.2 Problem Statement

In modern systems, activities related to IS are highly automated. Configuration
interfaces allow them to be customized for specific application domains, operating
scenarios, etc. However, this customization and adoption are dependent on
management decisions. These decisions need to be taken in accordance with not only
organizational and process requirements, but they must also be based on industry

standards and best practices.

The international standard for IS in organizations where main processes and key
functions are driven by IT is the ISMS 27000 series of standards. However, the
process of application of this standard differs according to the organizational and
management structure of the organization. This research focuses on the
determination of human factors affecting the achievement of IS in an HHO in the
government sector of Sri Lanka, which is subject to many rules, regulations and other

administrative controls defined by law.

Management is keen on the determination of human factors of achievement of IS in

the HHO and is particularly concerned about the precautions needed to be taken to



eliminate obstacles that would hinder the application of IS standards. The top
management has understood the security vulnerabilities and realized that the quality
of service in the HHO can be increased through addressing the human factors of the

organization. Hence, the research problem can be identified as:

“People do not adhere to the achievement of IS in an HHO”
The research question can be summarized as:
“What are the human factors that affect the achievement of IS in an HHO?”

Since the human factor is of critical importance in the application of IS standards,
management needs to have a suitable plan to educate employees with best practices
and proper training as well as to address worker-management relations, policies and
procedures, in order to convince and compel them to comply with the IS standards.

1.2.1 Research Objectives

The research objectives can be summarized as:

e To identify the most effective human factors which affect the
achievement of IS in an HHO.

e To create guidelines using identified human factors, along with
industry best practices to achieve IS in the HHO.

1.2.2 Research Significance

The determination of human factors affecting the achievement of IS in an HHO can
ensure the highest level of IS by providing a pathway for eliminating vulnerabilities
driven by human actions and supporting best practices. Hence, as this research is
intended to show the most suitable guidelines for persons in the HHO to be used,

they can be aligned with the IS requirements of the organizations.



1.3 Summary

This case study based research was carried out in an HHO by focusing on the IT
department. The study scope was narrowed down to human factors in consideration

of its importance and also due to the constraints of the study.

The main objective of the study was to identify the most effective human factors
which affect the achievement of IS in an HHO and to prepare guidelines for the

successful achievement of the same.

The top management understood the purpose and importance of ensuring IS and a
top-down approach was applied initially. This technique is used as a motivational

factor for employee empowerment in the ISM (Witus, 1986).

The ultimate aim is to determine the human factors and elaborate guidelines using
best practices to align the IT policy with the organization’s processes in order to

provide better quality IS. This ensures efficient service delivery within the HHO.



2. LITERATURE REVIEW

2.1 Introduction

The objective of this literature review is to find out the characteristics of HHOs and
the importance of human factors in the application of IS in such organizations. The
study scope is limited to human factors due to its relative importance and the
convenience of the data gathering process.

As a result of the literature review, five hypotheses were developed using control of
work, delegation, cooperation, awareness and attitude being used as variables. These
are all human factor subsets. However, one dependent variable, successful

achievement of IS in an HHO was identified.

The factor, “Control of work”, was addressed in 29 of the research articles out of a
total of 30 that were studied in this research. Therefore, it was identified as the most
important factor in the application of 1S in HHO. The second most important factor
identified was “awareness,” since 22 of the IS research articles have addressed this
factor. The third most important factor was identified as “co-operation” since 21 of
the research articles have addressed this factor. The fourth most important factor was
identified as “delegation” as it was cited in 20 of the research articles. The last factor

identified was “attitude”, which was cited in 15 of the research articles.
2.2 The Structure of Organizations

The structure of the organization has been divided into two major types: 1) the
traditional highly hierarchical structure (Figure 2.1) and the flat organization
structure (Figure 2.2), which changes the traditional knowledge management in
hierarchical organizations to a network-centric paradigm (Crawford et al., 2009). The
human factor of communication within the employees has more effectiveness as
hierarchy gets flattened in on the organizations and positively affects the

performance of the organization.

One of the most important human aspects of IS in an HHO is, command and control.

Broad procedures may have to be followed, given the circumstances of the



organizational umbrella due to the complex hierarchy in such organizations. The
simpler hierarchical characteristics of flat organizations enable easy administration

and knowledge management within the organization.
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Figure 2.1: Highly Hierarchical Organization
Source: (Pluchino et al., 2011, p. 3)
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The planning and resource allocation aspect of goal setting in an HHO positively
affects the development of the organization. Further, the delegation of work is
described as the handing over the authority within the HHO. Furthermore, giving

power and command of control to subordinates in HHO increase the reliability of the



organization. These above measurements can be used to determine the human factors

which cause to increase the day to day functions of the HHO (Witus, 1986).

The regulation and control measurement of the HHO affected the behavioral human
factor of the employees. The application of the human factors in the control
processes is described by most of the literature. The control process also has an effect
on the organizations' efficiency. Further, Co-operation human factor among
employees affects the performance of the organizations in a positive way.
Furthermore, decision-making processes and legislative decision making are easier in

a decentralized environment.

The work culture and creativity attribute together have an effect on the employees'
performance in the organization. A supportive culture can foster innovation and
creativity. Cultural pluralism is the main human factor of measurement used by some

organizations in the process of development (Koberg & Hood, 1991).

Flat organizations can use knowledge management systems much faster than HHOs
because of their inherent “flatness”. The control measurement is of less importance

in the flat organization, whereas it is of greater importance in an HHO (Bray, 2006).

The policies and procedures of the HHOs influence the organizations’ efficiency
(Pluchino et al., 2011).

2.3 Information Security Management

Management of IS is a vital aspect of the protection of the security of HHOs. The
policies and procedures of the organization affect the ISM process. This needs to be
addressed by the top management. Staff awareness may be the most important aspect
which affects the successful achievement of 1S. The knowledge and attitudes of the
employees regarding IS can positively impact the ISM systems of the organization.
The support of the staff and an efficient communication process with the top
management are critical factors in the application of IS. Training programs
conducted for the enhancement of awareness regarding IS, increase staff competency

and play an important role in the ISM (Norman & Yasin, 2009).



The 1S must be taken into consideration when archiving IS in HHOs. Policies and
procedures which affect IS of the organization, creating awareness about IS and
measuring the performance of the IS system must be considered in the application of
IS (Hagen et al., 2008).

This research defines the security of the IS, processes and procedures in 1S, the top-
down approach of 1S, and the control and documentation methods of IS management.
The top-down approach is essential at the initial stage of archiving of the IS in HHOs
(Beckers et al., 2012).

IS is also used for teaching IS techniques. This research discusses ISM policies,
internal IS audits, physical and environmental security, communication, human
resource management, operations management in the context of ISM, and the
application of IS. Human resources is the main factor to be considered in the
application of the IS in HHOs (Talib et al., 2012).

2.3.1 Co-operation within the Organization

The use of incentives is a useful mechanism to enhance employee co-operation,
communication and delegation in an HHO. Thus, efficient communication
procedures among the employees can be used for building better co-operation within
the HHO (Itoh, 1992).

There are dynamics of opinion in hierarchical organizations regarding the structure,
authority and direct communication process. A communication method and control
of authority which allow access only to authorized employees is reflected in the

behavioral characteristics of HHOs (Laguna et al., 2005).

The FORISK: Formalizing Information Security Risk and compliance management
pertain to the organizations IS controls in IS risk and compliance. The regulations for
formalizing IS risks, compliance management and the knowledge of the employees
regarding IS risk are the main components of this risk control. The analysis
demonstrates the preferred methodology for carrying out the communication process
and best practices to use in FORISK. Consequently, the best practices can be used as
guidelines to mitigate the risk associated with the application of the IS in an HHO
(Fenz et al., 2013).

10
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Figure 2.3: FORISK modules
Source: (Fenz et al., 2013, p. 3)

Information security management: The set of practices and regulations, data
protection policy, monitoring process and controls are some of the important
elements of an IS management system. It is necessary that the management and staff
follow these policies and communication methods. Co-ordination of IS and top
management support are critical in the application of IS in HHOs (Susanto et al.,
2011).

The proactive security metrics used by BYOD (Bring Your Own Device) in an IS
supported environment is mentioned in the best practices of the industry and there
are policies and guidelines for the same. Therefore, user satisfaction is ensured
through BYOD in an IS supported environment. The communication process and co-
operation can be improved through BYOD. Policies and guidelines control the
behavior of the employees, thus increasing the security of the ISM in organizations
(Hajdarevic et al., 2016).

Security management: The study reviews the effect of the relationship between
employees and their knowledge of 1S. Management can strengthen the
communication mechanism by conducting awareness training sessions for their

employees regarding the IS in HHOs. Detailed descriptions of the controls used must

11



be defined by the management. This method provides guidance for the application of
IS (Haufe et al., 2016).

2.3.2 Control of work within the Organization

A quantitative approach is used in IS risk assessment and management. The control
factor in IS and how to communicate it in the organization has been described in this
research. The training of the organization’s staff plays a vital role in the application
of IS in the organization. Guidelines have been given to prepare a policy for IS risk
assessment in order to safeguard the confidentiality in IS systems. This is achieved
through the introduction of policies such as the prohibition of unauthorized access
(Asosheh et al., 2009).

This is an appraisal of the effectiveness and efficiency of an IS system based on the
IS and demonstrates how the controls affect the effectiveness and efficiency of the
employees. Standards and guidelines are needed to accomplish this task in the HHO.
The control process can be strengthened by introducing new policies and guidelines
to the HHO (Boehmer, 2008).

The IS considers the threat to the IS of the organization from thieves and its potential
impact. A quality control process is very useful for the IS certification. A monitoring
process needs to be established to monitor employee performance, in order to

increase the efficiency and effectiveness of the IS in HHOs (Hsu et al., 2016).

2.3.3 Awareness within the Organization

The awareness factor also affects the application of the IS in HHOs. The evaluation
process of measuring the effectiveness of the IS depends upon the hierarchy and the
roles and responsibilities of the employees as defined by management. Knowledge
about the effectiveness of the IS in the training and awareness process is very
important in the application of the IS (Shojaie et al., 2014).

The control and awareness factors are used to explore the suitability of IS. The
training guidance and quality measurement standards can be obtained from the IS
(Barlette & Fomin, 2008). Awareness sessions mitigate the risk associated with the

IS processes and ensure the quality of its results.

12



Information security management —

A practical approach to the responsibilities of the employees with regard to ISMS
and regulations should be prepared by IS management. The communication process,
knowledge about IS management and policies and procedures regarding IS
management are very important factors when considering the information protection
of the organization. Employee awareness about IS management can be upgraded by
conducting training sessions on ISM. The culture of ISM eliminates the physical
threats to IS. The important factors to be considered are: who is responsible for ISM
and how to monitor it. A practical approach of conducting awareness programs may
positively affect the performance of the IS in HHOs. Employee enthusiasm is needed
for the application of ISM in HHOs (Dey, 2007).

IS policies are the most important in security management policies and this provides
details on the same. The behavior of employees is a very critical factor in the
application of IS. Consequently, the security of communication among the
employees and employee training regarding the IS policies in IS are crucial (Cosic &
Boban, 2010).

ISMS core processes -

This study explores the continuous monitoring of IS core processes and improving
the knowledge of the employees about the same. The introduction of controls enables
the monitoring of the IS core processes. The monitoring process has overreached the
IS core processes for better information security management. Also, these details the
awareness programs which can be conducted for the employees about the IS core
processes in an HHO. Since it is essential to change the attitudes of the employees,
this study elaborates how to carry out communication within the organization in the
context of ISM (Haufe et al., 2016).

The physical and logical security management of the organization must be based on
ISO 31000 and ISO 27001 ISMS. It presents the best practices and legislations
regarding same. The study elaborates on the communication channels used in
physical and logical security measurements. According to the prepared security
regulations, the integration of the physical and logical security management and

13



controls are very vital factors. The relationship between employees of the
organization depends upon their roles and responsibilities. The physical and logical
security of the organization can be further developed through frequent training and

awareness programs (Pecifia et al., 2011).

The communication mechanism of the SCADA system is also an important factor in
IS. Since the SCADA system needs to be continuously monitored, the adoption of
reliable monitoring techniques within the organization is important. This can be
achieved by conducting awareness and training sessions about the SCADA system.
The next step is to implement the auditing mechanism for the SCADA system
through a monitoring system to monitor login. The physical security of the SCADA

system also needs to be secured through a proper mechanism (Cai et al., 2008).

2.3.4 Delegation within the Organization

The information security risk governance and implementation of the setback method
relate to the risks associated with the IS systems. Moreover, governance and
implementation setback have happened due to the lack of awareness of the
employees and unclear policies defined about IS. The implementation of the control
mechanism for the IS risk and governance may help the processes of the IS
application. The regulatory rules and policies, and communication activities are the
most important factors to be considered in IS implementation. Furthermore, the
control mechanism needs to monitor the risk associated with the security
implementation and correct governance needed for the further success of it. The
process of setting the strategic goals by creating a proper communication channel
from top management to lower staff is essential for this IS implementation. However,
the risk associated with the implementation has to be managed using a proper
governance mechanism (Fazlida & Said, 2015), even though the delegation of the
responsibility of top management towards bottom level has been initiated vide above

reference regarding the 1S application.

The effects of the cultural dimensions in the development of ISMS based on the IS,
discuss the significance of cultural characteristics in IS development in HHOs. The

motivation factor and security controls are the two main factors in IS development.

14



Furthermore, human resources practices and awareness about ISM systems are
essential best practices used in other HHOs. The communication process of the ISM
systems has to be managed with control methods and knowledge management
techniques. Formal and informal rules and delegation to subordinates with regard to
ISMS are some other industry best practices which are used by the HHOs. Even
though the arrangement of the training programs and preparation of policies with
regard to IS are the two main actions which can be taken as an immediate solution,
the preparation of a documentation guide and co-operation among the employees in
the organization is most vital for security implementation in the organization. The
management vision must support the application of the IS with effective cultural
changes in the HHO. The proper process must be followed in the successful
application of IS (Shojaie et al., 2015).

2.3.5 Attitude within the Organization

The integration of the International Organization for Standardization / International
Electro-technical Commission (ISO/IEC) 27001 and other managerial disciplines
depends on the knowledge of the employees in the organization. The results of this
research study show how to improve the quality of the service and how to integrate it
with ISMS. The communication process also affects the integration of 1S and other
managerial disciplines and a standard set of guidelines needs to be prepared for this
purpose. However, the security controls also needed to collaborate with ISM. The
auditing is essential to the security management discipline. The high-level structure
needs to be prepared for managing the quality with IS in the context of managerial
disciplines. Integration with other standards and the development of a better culture
are the main factors which are considered (Anttila et al., 2012). In other words, this

literature clearly stated the way to proceed with the IS in the HHO.

This IT and business process performance management case study of Information
Technology Infrastructure Library (ITIL) implementation in the financial service
industry discusses several processes to be followed in the organization. The
processes of business management and IT governance are considered. Employee
performance can be enhanced by using the guidelines developed by the management.

Even though the control process can be useful for the quality maintenance and
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business process of IT services, the performance management process is used in ISM
as an industry best practice (Spremic et al., 2008). The positive attitudes of the

employees have a greater impact on the application of IS in the HHO.

2.3.6 Consideration of the Human Factors

The human factors are highly important insight when considering the HHO IS.
Hence, even this has been proved by research and discovered the behavioral factor is
very much effective for the IS enhancement in the organization (Dupuis et al., 2016).
The world's truth is, when the attitude is having a positive feature, consequently, the
behavior will be always changing into the positive feature. These two variables are
having a correlation with each other. Therefore, attitude factor is a key of concern

variable to the IS achievement in the HHO.

24 Summary

Organization structures can be divided into two main categories namely: highly
hierarchical organizations and flat structured organizations. The literature review
mainly focused on human factors due to their relative importance and the ease of

finding relevant information regarding same.

The literature review identified five main variables related to human factors during
its data gathering. They were identified as independent variables. The dependent

variable was identified as the successful achievement of IS in an HHO.

The literature review was conducted using 30 research papers. Seven main factors
were identified and were further narrowed down to human factors. In the human
factor, five main factors were identified, namely: control of work, delegation,

cooperation, awareness and attitude.

The IS section was conducted using four research papers. This section identified the

factors named: awareness, policies & procedures and approaches of the HHO.

The co-operation within the organization section was conducted using six research
papers. This section identified the factors named: communication process,
guidelines, control process, 1S, BYOD and delegation procedure regarding the IS of
the HHO.
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The control of work within the organization section was conducted using three
research papers. This section identified the factors named: guidelines, policies &

procedures, control process and monitoring process regarding 1S of the HHO.

The awareness within the organization section was conducted using seven research
papers. This section identified the factors named: training, awareness process, IS
management, knowledge management, IS policies & procedures, physical & logical

security and monitoring of SCADA system regarding the IS of the HHO.

The delegation within the organization section was conducted using two research
papers. This section identified the factors named: risk governance, regulation, rules

& policies, delegation and subordinates regarding the 1S of the HHO.

The attitude within the organization section was conducted using two research
papers. This section identified the factors named: integration, quality control,
guidelines, ITIL, control process, positive attitude and best practices regarding the IS
of the HHO.

A self-administered questionnaire was prepared by using the above mentioned five
independent variables and one dependent variable. Based on these variables, five
hypotheses were formulated respectively, for the research study.
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3. RESEARCH METHODOLOGY

3.1 Introduction
The research methodology was developed for the application of the IS in an HHO
and case-based research was carried out.

The study area is relatively broad. Since it is not possible to use the qualitative
research method due to the large population in this research, the best possible option
was to carry out a quantitative research. The next step was to gather data for
quantitative research. The research instrument used was an Internet-based
questionnaire. This option was considered rather than using the traditional paper-
based questionnaire, considering the convenience and ease of obtaining data from
employees within the HHO through the IT department.

Some difficulties were encountered during the process of gathering data from the
employees due to a large number of the population in the HHO. Two methods are
available for gathering information, namely: a self-administered questionnaire and
going to each person individually and filling out the questionnaire. Since the selected
population has a high literacy level, the self-administered questionnaire was chosen
as the data gathering method for the HHO, because manual administration of the

survey was not practical.

The sample consisted of different levels of employees and assistance was given to
the lower-level employees by clarifying their questions and filling their answers. The

research methodology is shown in Figure 3.1.

3.2 Research Design

Five main factors were identified in this research design. As a result of the literature
review, section identifications, groupings and relationships were made using these
factors. The factors were measured using a self-administered questionnaire in order
to obtain answers to the research question: “How can the IS being successfully

achieved in an HHO?” Figure 3.1 illustrates the research methodology.
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Figure 3.1: Research Methodology
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3.3 Theoretical Framework

Based on the literature review, the theoretical framework illustrated in Figure 3.2
was developed. There are five independent variables that have been identified.
Furthermore, one dependent variable was identified in this study. The relationship is
represented by H1, H2, H3, H4 and H5 hypothesis.

H1
Control of work >
H2
Delegation
Successful achievement of
H3
Co-operation > > 1S
in an HHO
H4
Awareness
H5
Attitude >

Figure 3.2: Theoretical Framework

3.3.1 Dependent Variable
The dependent variable was identified as the successful achievement of the IS in an
HHO. The successful achievement of IS in an HHO is dependent upon another

variable.
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3.3.2 Independent Variables

The independent variables were identified as control of work, delegation, co-
operation, awareness and attitude. These variables are in a relationship with other
variables. A change in this variable may cause a change in the dependent variable.

3.4  Hypothesis Development
To capture the relationship between the independent and dependent variables of the

conceptual model, five hypotheses have been formulated for this study.
Let;

Ha- Alternate Hypothesis

Ho- Null Hypothesis

The Ha (Alternate Hypothesis) is accepted for this research study and taken into the
result of the research as we are researching on the positive impact on the variable
with the dependent factor. Furthermore, Ho (Null Hypothesis) is rejected from the
hypothesis development as it is representing the negative impact on the successful
achievement of IS in the HHO.

Hypothesis 1

Control of work-—

The definition of control of work is simply identified as a supervisor’s action to
influence the employee who reports to him/her. Controlling human behaviour is
facilitated by giving guidelines which are intended to prepare a policy of IS risk
assessment and safeguard the confidentiality of IS system (Asosheh et al., 2009). In
order to obtain management motivation, it is an important aspect for the HHO.
Furthermore, employees’ confidence can be strengthened by introducing new
policies and guidelines (Boehmer, 2008). This could also help to increase the
reliability of IS security. In fact, monitoring processes need to be established to
monitor security incidents of employees (Hsu et al., 2016). The relationship between
control of work and the dependent variable is shown in Figure 3.3.
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Successful achievement of

H1 IS

Control of work

inan HHO

Figure 3.3: Relationship between Control of Work and the dependent variable

Hla- Control of Work in the employees of IT Department of an HHO and
the successful achievement of IS in the HHO are positively correlated

H1lo- There is no correlation between the Control of Work in the employees
of IT Department of an HHO and the successful achievement of IS in
the HHO

Hypothesis 2
Delegation-

The definition of delegation is the granting of authority to subordinates without
having close supervision of them by the higher management. This allows to delegate
the responsibility from top management towards the bottom levels of the HHO
(Fazlida & Said, 2015). Furthermore, confidentiality, integrity and availability are
used to implement corporate governance in the HHO. Nevertheless, cultural
characteristics have been helpful to the delegation process of the employees (Shojaie
et al., 2015). The relationship between delegation and the dependent variable is

shown in Figure 3.4.

Successful achievement of

H2 IS

\ 4

Delegation of Authority

inan HHO

Figure 3.4: Relationship between Delegation and the dependent variable
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H2a- Delegation of authority to employees in the IT Department of an HHO
and the successful achievement of IS in the HHO are positively

correlated

H20- There is no correlation between the Delegation of authority to
employees in the IT Department of an HHO and the successful
achievement of IS in the HHO

Hypothesis 3
Co-operation-

The definition of co-operation means that the employees should work together to
accomplish the objective of organization’s 1S application. The efficient
communication procedures among the employees have been created to build better
co-operation in HHO (Itoh, 1992). Also, guidelines have been used for the better
communication process instead of applying regulations and standards (Fenz et al.,
2013). The best practices and standards have been used to improve the IS security in
the organization (Hajdarevic et al., 2016). The relationship between co-operation and

the dependent variable is shown in Figure 3.5.

Successful achievement of
IS
inan HHO

H3

A 4

Co-operation

Figure 3.5: Relationship between Co-operation and the dependent variable

H3a- Co-operation of employees in the IT Department of an HHO and the
successful achievement of IS in the HHO are positively correlated

H3o0- There is no correlation between the Co-operation of employees in the
IT Department of an HHO and the successful achievement of IS in the
HHO
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Hypothesis 4

Awareness-

The definition of awareness means for the employees of HHO to have knowledge
about the IS. The training and awareness of the employees’ were important aspects
of the IS application in HHO (Shojaie et al., 2014). The training guides and quality
measurement can be done by using standards and those were also important insights
into the IS (Barlette Fomin, 2008). Furthermore, discipline of employees was an
important aspects of the IS (Anttila et al., 2012). The relationship between awareness

and the dependent variable is shown in Figure 3.6.

Successful achievement of
IS
in an HHO

H4

A\ 4

Awareness

Figure 3.6: Relationship between Awareness and the dependent variable

H4a- Awareness of employees in the IT Department of an HHO and the

successful achievement of IS in the HHO are positively correlated

H4o- There is no correlation between the Awareness of employees in the IT
Department of an HHO and the successful achievement of IS in the
HHO

Hypothesis 5

Attitude-

The definition of the attitude is the point of view that organization’s employees
possess about IS. The IS and other managerial disciplines depend upon the
knowledge of the employees in the organization (Fenz et al.,, 2013). Also, the
responsiveness and flexibility were other important aspects of IS application in HHO
(Crewford et al., 2009). The quality that needs to be maintained in the business

process and performance management are also important in the IS application
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(Spremic et al., 2008). The relationship between attitude and the dependent variable

Is shown in Figure 3.7,

Successful achievement of

H5 IS
inan HHO

Attitude

Figure 3.7: Relationship between Attitude and dependent variable

H5a- Attitude of employees in the IT Department of an HHO and the

successful achievement of IS in the HHO are positively correlated

H50- There is no correlation between the Attitude of employees in the IT
Department of an HHO and the successful achievement of IS in the
HHO

Figure 3.2 shows the theoretical framework for the development of hypotheses for
the research. The hypotheses are based on the relationships among the variables. The
research instrument (questionnaire) used for this research was developed based on
these hypotheses. The main research objectives were to identify the human factors
and to show guidelines for compliance with the application of IS in an HHO.

35 Dimensions

3.5.1 Dimension for the achievement of Information Security in an HHO
The research methodology process defined the variables and defined the

measurement dimensions and obtained the measured values through an experiment.

The definition of achievement of information security for HHO has elaborated how it
is heavily dependent upon several human factors of HHO. It is vital to protect IS in
HHO to obtain a competitive advantage with other HHO (Norman Yasin, 2009).
Also, the policies, procedures and awareness were important aspects of 1S in HHO
(Hagen et al., 2008). Furthermore, physical and logical security can be developed
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through 1S in HHO (Pecina et al., 2011). The dimension, item count and scale of the

dependent variable are shown in Table 3.1.

Table 3.1: Dimension, Item count and Scale of Dependent variable

Variable Dimension Item count Scale
Competitive advantage 1 Five points Likert scale
Successful
achievement of | Physical and Logical 1 Five points Likert scale
) Security
IS inan HHO
Policies and Procedures 1 Five points Likert scale

3.5.2 Dimensions for Control of work variable

The management motivation and monitoring are important factors when the control
of work variable is considered. Therefore, such dimensions in control of work

variable are shown in Figure 3.8.

Management Motivation

A 4

Control of work

A 4

Monitoring

Figure 3.8: Dimension in Control of work variable at the HHO

The dimension, item count and scale of control of work variable are shown in Table
3.2. Furthermore, five points Likert scale has been used to obtain the results. The

item count represents the number of questions on the questionnaire.
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Table 3.2: Dimension, Item count and Scale of Control of work

variable
Variable Dimension Item count | Scale
Management Motivation 1 Five points Likert scale
Control of work | Monitoring of IS 1 Five points Likert scale

3.5.3 Dimensions for Delegation variable

The responsibility and culture are important factors when the delegation variable is

considered. Therefore, such dimensions in delegation variable are shown in Figure

3.9.

Responsibility

Culture

A 4

Delegation

Figure 3.9: Dimension in Delegation variable at the HHO

The dimension, item count and scale of delegation variable are shown in Table 3.3.

Furthermore, five points Likert scale has been used to obtain the results. The item

count represents the number of questions on the questionnaire.
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Table 3.3: Dimension, Item count and Scale of Delegation variable

Variable

Dimension

Item count

Scale

Delegation

Responsibility

employees

of

Five points Likert scale

Culture of an organization

Five points Likert scale

3.5.4 Dimensions of Co-operation variable

The efficient communication and best practices are important factors when

considered with the co-operation variable. Therefore, such dimensions in co-

operation variable are shown in Figure 3.10.

Efficient communication

Best practices I

Co-operation

Figure 3.10: Dimension in Co-operation variable at the HHO

The dimension, item count and scale of the co-operation variable are shown in Table

3.4. Furthermore, five points Likert scale has been used to obtain the results. The

item count represents the number of questions on the questionnaire.
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Table 3.4: Dimension, Item count and Scale of Co-operation variable

Variable Dimension Item count | Scale
Efficient communication 1 Five points Likert scale
Co-operation | Best practices of IS 1 Five points Likert scale

3.5.5 Dimensions of awareness variable

The training, quality measurement and employee disciplines are important factors
when considered with the awareness variable. Therefore, such dimensions in
awareness variable are shown in Figure 3.11. The dimension, item count and scale of
the awareness variable are shown in Table 3.5. Furthermore, five points Likert scale
has been used to obtain the results. The item count represents the number of

questions on the questionnaire.

Training

A 4

Awareness

A\ 4

Quality measurement

A\ 4

Employee disciplines

Figure 3.11: Dimension in Awareness variable at the HHO
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Table 3.5: Dimension, Item count and Scale of Awareness variable

Variable Dimension Item count | Scale
Training of employees 1 Five points Likert scale
Awareness | Quality measurement of 1S 1 Five points Likert scale
Employee disciplines of IS 1 Five points Likert scale

3.5.6 Dimensions for attitude variable

The knowledge, responsiveness, flexibility and quality maintenance are important
factors when considered with the attitude variable. Therefore, such dimensions in
attitude variable are shown in Figure 3.12. The dimension, item count and scale of
the attitude variable are shown in Table 3.6. Furthermore, five points Likert scale has
been used to obtain the results. The item count represents the number of questions on

the questionnaire.

Knowledge

A 4

Responsiveness

A 4

Attitude

Y

Flexibility

A 4

Quality maintenance

Figure 3.12: Dimension in Attitude variable at the HHO

30



Table 3.6: Dimension, Item count and Scale of Attitude variable

Variable | Dimension Item | Scale
count
Knowledge of IS 1 Five points Likert scale
Attitude Responsiveness of 1 Five points Likert scale
employees
Flexibility of employees 1 Five points Likert scale
Quality maintenance for IS 1 Five points Likert scale

3.6 Research Instrumentation

The research was carried out using a self-administered questionnaire which was
answered by the respondents themselves without the researcher’s intervention. The
Likert scale shown in Figure 3.13 has been used with summarizations and averages

taken into consideration.

3.6.1 Data Collection

The quantitative approach was used to gather data due to the large population, which
exists in the HHO. An online questionnaire was used to collect the data as the
primary data collection method. Articles, journals and e-books have been used as

secondary data collection sources for this research study.

The questionnaire is based on the factors which were gathered from the factor table.
Only those factors that were deemed to be important, frequent and most appropriate
were considered. Figure 3.2 shows the dependent and independent variables and their
relationships in the theoretical framework of this research study. The questionnaire
covers the above mentioned hypotheses derived based on the theoretical framework.
Each hypothesis was covered by at least two individual questions. The questionnaire
can be divided into two categories, namely, a positively rated questionnaire and a

negatively rated questionnaire.
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3.6.2 Scale
As shown in Figure 3.13, the Likert scale includes a positively rated questionnaire
and carries a rating from 1 to 5 values. Apart from questions based on the variables,

additional questions were asked to gather demographic information.

Strongly Disagree Undecided Agree Strongly
Disagree Agree

40% Negative 20% Neutral 40% Positive
"Undediced"

Figure 3.13: Likert Scale

Initially, a draft questionnaire was distributed among three participants, including an
IT officer, IT soldier and IT civil worker as a pilot test. The results of this feasibility
study was successful and delivered positive feedback for the continuation of such

methodology for data collection.

3.6.3 Sample Selection
Based on the findings of Krejcie & Morgan (1970), a small sampling technique was

used to determine the sample size for this research.
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S =X2NP (1-P) / d? (N-1) +X?P (1-P)

S = (3.841)?* 300 * 0.50 (1-0.50) / (.05)> * (300-1) + (3.841)> * 0.50 *
(1-0.50)

S =169

S = Required sample size

X? = The table value of chi-square for 1 degree of freedom at the desired

confidence level (3.841)
N = Population size (300)

P = The population proportion (assumed to be 0.50 since this would
provide the maximum sample size)

d = The degree of accuracy expressed as a proportion (0.05)

Although the population in the HHO IT department is 300 and the sample size is 169
employees, the confidence level is 95% and the margin of error is 5%. The
population consists of IT department personnel who work in different locations on
IT-related tasks. The questionnaire was given to IT officers, IT soldiers and civil
workers via online forms. The selection of the population was carried out based on

their knowledge of IT and their role in the organization in relation to IT.

3.6.4 Survey

The online questionnaire survey was used as the main data collection method. The
letter shown in Appendix C was prepared and distributed to the relevant employees,
in order to make them aware of the purpose of this research and to obtain their
feedback accordingly. Employees of the HHO IT department were given two weeks
to complete the questionnaire. The data were collected through online forms and was
exported to the MS Excel format for the analysis.

3.6.5 Data Analysis tools used

The Statistical Package for the Social Sciences (SPSS) is widely used for statistical
analysis in research programs and the same is used as the tool for data analysis. The
graphical user interface of SPSS analysis presents a user-friendly environment.
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MS Excel which is a common, widely used and reliable statistical analysis tool was
used to record the objectives. The SPSS and MS Excel together were used for the

data analysis and graphical presentation of results.

3.7 Summary

The research design focuses only on the human factor. A self-administered
questionnaire was used for gathering data from employees who have a high level of
literacy in using computers for their day-to-day work. This research has used a case
based approach with quantitative techniques due to the existence of a large
population. The theoretical framework (Figure 3.2) shows the hypothesized relation
to the independent variables and the dependent variable. The research instrument
used was a self-administered questionnaire (online survey questionnaire) with the
Likert scale (Figure 3.3). All 300 IT division employees in the HHO were selected as
the population and 169 were selected as a sample. The questionnaire used has both
positive and negative ranked questions. Appendix “A” shows the questionnaire with

the related independent variables.
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4. DATA ANALYSIS

4.1 Introduction

The main objective of the data analysis was to obtain the results of the relationships
of factors selected for the theoretical framework in order to prepare
recommendations and the conclusion of the research thesis. Five methods were used
to analyze the data that was collected through the questionnaire using a sample size
appropriate to the total population. The data were collected from personnel of the IT
department of the HHO. The SPSS tool was used for analyzing the data in the
research analysis. Details of the five methods of analysis are given below.

The data analysis was carried out methodically in order to achieve the following

objectives:

Demographic analysis to determine if the sample is representative of

the population.

e Reliability analysis to determine the internal consistency of the
research instrument, namely the questionnaire used for gathering data.

e Pearson correlation analysis to determine the existence and

significance of the relationship between individual factors.

e ANOVA analysis to determine the existence and significance of the

relationship between groups of factors.

e Regression analysis to determine a ranked order of significance for a

set of relationships.

4.2  Demographic Analysis

The main objective of the demographic analysis is to see whether the research
sample matches the population. Microsoft word forms were used to obtain the
responses in the demographic analysis and to prepare graphs of the demographic

data.

35



Initially, the demographic analysis method studied the educational qualifications of

the employees in the HHO IT department, the distribution of which is shown in

Figure 4.1.

7 Certificate level

m Dipoma level

< Bachelor's degree level

m Postgraduate degree level

# Doctorate degree level

Figure 4.1: Demographic Analysis of Qualifications

As shown in Figure 4.1, 80 employees (46%) have only a certification level
qualification and 30% of employees have a Diploma level qualification, while 15%
have a degree level qualification. Only 9% of employees have a post-graduate level

qualification. These variations in the sample ensure a more accurate result in the
research.
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Technical in Non-IT work - 20 12

Non-Technical and Non-Managerial
work
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O_ .
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Figure 4.2: Demographic Analysis of Employment Roles

As shown in Figure 4.2, most of the employees (45%) are deployed in technical job
roles and another significant segment (27%) is deployed in IT management related
job roles. These two job roles which account for 72% of the total number of
employees, significantly and directly affect IS-related issues. Therefore, these two

groups are the key stakeholders in the application of IS standards.

The age range of the employees is another important factor to be analyzed in this

context.

m Between 35-45

W Between 25-35

 Between 45-55
Below 25

Figure 4.3: Demographic Age Analysis of the Employees

37



According to Figure 4.3, most of the employees are in the age range of 35-45 years.
The secondary age range is 25-35 years. These results show that most of the

employees in the HHO IT department are in the middle age groups.

4.3  Reliability Analysis

The main objective of the reliability analysis is to check the internal consistency of
the research instrument, which is the questionnaire. The Cronbach's alpha coefficient
analysis was used to analyze the reliability analysis in five independent variables and
one dependent variable as shown as in Table 4.1. The questionnaire is divided among

five independent variables and one dependent variable to measure the reliability of

the analysis.
Table 4.1: Reliability Analysis uses Cronbach’s Alpha
Variable No of Items Cronbach’s
Alpha
Control of work 5 0.702
Delegation 5 0.780
Co-operation 4 0.784
Awareness 5 0.782
Attitudes 3 0.773
ISSU(i;r(];e:r?fﬂlHaéhlevement of the 3 0.724
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Table 4.2 : Cronbach’s Alpha Value Levels

Cronbach’s Alpha Internal Consistency
09<=a Excellent
0.8<=a<0.9 Good

0.7<=a<0.8 Acceptable
0.6<=a<0.7 Questionable
0.5<=a<0.6 Poor

a<05 Unacceptable

Source: (Gliem & Gliem, 2003)

According to Table 4.1, the independent and dependent variables have more than 0.7
Cronbach’s alpha ratios. This reflects a good internal consistency of the research

questionnaire.

The control of work (Table 4.5), delegation (Table 4.7), co-operation (Table 4.6),
awareness (Table 4.4) and attitudes (Table 4.3) have Cronbach's alpha values 0.702,
0.780, 0.784, 0.782 and 0.773 respectively. Hence, they have very good internal
consistency. The dependent variable named: the successful achievement of the IS in

an HHO, consists of 0.724 values and also has a very good internal consistency.

Table 4.3: Reliability Analysis of the Attitude Variable

Cronbach’s
AlphaBasedon
Cronbach’s Standardized

Alpha [tems M of ltems

TT3 T 3

a. Predictor: (Constant) — Attitude

b. Dependent - Successful achievement of the
IS inan HHO

c. The result — The value is 0.773 and has an
acceptable level of internal consistency
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Table 4.4: Reliability Analysis of the Awareness Variable

Reliability Statistics

Cronbach's
Alpha

Cronbach’s
AlphaBasedon
Standardized
Itemns

M of ltems

qg2

765

3]

a. Predictor: (Constant) — Awareness

in an HHO

b. Dependent - Successful achievement of the IS

c. The result — The value is 0.782 and has an
acceptable level of internal consistency

Table 4.5: Reliability Analysis of the Control Variable

Reliability Statistics

Cronbach’s
Alpha Basedon
Cronbach’s Standardized
Alpha [tems M of ltems
J02 724 5

a. Predictor: (Constant) — Control of work

in an HHO

b. Dependent - Successful achievement of the IS

c. The result — The value is 0.702 and has an
acceptable level of internal consistency
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Reliability Statistics

Table 4.6: Reliability Analysis of the Co-operation Variable

Cronbach's
Alpha

Cronbach’s
Alpha Basedon
standardized
Items

M of ltems

7a4

a2

4

a. Predictor: (Constant) — Co-operation

an HHO

b. Dependent - Successful achievement of the IS in

c. The result — The value is 0.784 and has an
acceptable level of internal consistency

Table 4.7: Reliability Analysis of the Delegation Variable

Reliability Statistics

Cronbach's
Alpha

Cronbach’s
AlphaBasedon
standardized
Items

M of ltems

g0

T83

5

a. Predictor: (Constant) — Delegation

inan HHO

b. Dependent - Successful achievement of the 1S

c. The result — The value is 0.780 and has an
acceptable level of internal consistency

4.4  Correlation Analysis
The main objective of the correlation analysis is to determine the relationship
between the research variables. The first method is to determine the relationship of

41



one variable with another. The second method is to determine the relationships of
multiple variables with another variable. The third method is to determine the
relationships of multiple variables with other multiple variables. According to the
three main methods mentioned above, the correlation analysis can be divided into the
Pearson correlation and ANOVA. For this research, the relationship of one variable
with another variable as well as the relationship of multiple variables with another

variable was analyzed to determine correlations.

4.4.1 Pearson Correlation Analysis
The objective of the Pearson correlation is to analyze the relation of one variable
with another variable. Each independent variable is analyzed with the dependent

variable and the P-value is taken into consideration as shown in Table 4.8.

Table 4.8: Pearson Correlation Analysis

Control | Delegation | Co- Awareness | Attitudes
of work operation
Successful
achievement of
IS 0.578 0.586 0.713 0.794 0.814
inan HHO
P Value <0.01 <0.01 <0.01 <0.01 <0.01

According to Table 4.8, co-operation (Table 4.12), awareness (Table 4.10) and
attitudes (Table 4.9) have a high correlation with the dependent variable, named the

successful achievement of IS in an HHO.

The control of work (Table 4.11) and delegation (Table 4.13) variables have a
moderate correlation with the dependent variable.
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Table 4.9: Attitude with Dependent Variables Analysis

Cormelations

ATTITUDE | DEPEMDENT
ATTITUDE Pearson Correlation 1 8147
Sig. (2-tailed) 000
M 169 169
DEFPEMDENT  PearsonCorrelation 8147 1
Sig. (2-tailed) .000
M 169 169

a. Predictor: (Constant) — Attitude

HHO

b. Dependent - Successful achievement of the IS in an

c. The result — The value is 0.814 and has a strong
positive correlation with the dependent factor

Table 4.10: Awareness with Dependent Variables Analysis

Correlations

AWAREMNESS | DEPEMDENT
AWAREMNESS  PearsonCorrelation 1 To47
Sig. (2-tailed) .000
M 169 169
DEPEMDEMT  PearsonCaorrelation To47 1
Sig. (2-tailed) 000
M 169 169

a. Predictor: (Constant) — Awareness

HHO

b. Dependent - Successful achievement of the IS in an

c. The result — The value is 0.794 and has a strong
positive correlation with the dependent factor
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Table 4.11: Control of work with Dependent Variables Analysis

Correlations
CONTROL | DEPENDENT

CONTROL PearsonCorrelation 1 578

Sig. (2-tailed) 000

M 169 169
DEPEMDEMT  PearsonCorrelation 578 1

Sig. (2-tailed) 000

M 169 169

a. Predictor: (Constant) — Control of work

HHO

b. Dependent - Successful achievement of the IS in an

c. The result — The value is 0.578 and has a moderate
positive correlation with the dependent factor

Table 4.12: Co-operation with Dependent Variables Analysis

Correlations

COOPERATION| DEPEMDENT
COOPERATION  PearsonCorrelation 1 T3
Sig. (2-tailed) 000
M 169 169
DEPEMDENT PearsonCorrelation T3 1
Sig. (2-tailed) 000
M 169 169

a. Predictor: (Constant) — Co-operation

b. Dependent - Successful achievement of IS in an HHO

c. The result — The value is 0.713 and has a strong
positive correlation with the dependent factor
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Table 4.13: Delegation with Dependent Variables Analysis

Cormelations
DELEGATION | DEPEMDENT

DELEGATIOM  PearsonCorrelation 1 5BE

Sig. (2-tailed) 000

M 169 169
DEPEMDENT  PearsonCorrelation 505 1

Sig. (2-tailed) 000

N 169 169

a. Predictor: (Constant) — Delegation

b. Dependent - Successful achievement of IS in an
HHO

c. The result — The value is 0.586 and has a moderate
positive correlation with the dependent factor

4.4.2 ANOVA Analysis

The main objective of the ANOVA is to analyze multiple variables with other

multiple variables or one variable with multiple variables, to identify the correlation
between the variables.

Table 4.14: ANOVA Analysis

Control of work + Delegation + Co-operation +
Awareness + Attitude

Successful achievement

of IS in an HHO 0.764

The SPSS results are shown in Table 4.15.
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Table 4.15: Independent Variable with Dependent Variables Analysis

Correlations

INDEPENDENT| DEPENDENT
INDEPEMDOEMT  PearsonCorrelation 1 J64
Sig. (2-tailed) 000
M 169 169
ODEPEMDENT Pearson Correlation 764 1
Sig. (2-tailed) 000
M 169 160

a. Predictors: (Constant) — Control of work + Delegation +

Co-operation + Awareness + Attitude

b. Dependent - Successful achievement of IS in an HHO

c. The result — The value is 0.764 and has a strong positive correlation
with dependent factor

The independent variables were analyzed with the dependent variable to obtain the
result of correlations as shown in Table 4.14. According to this, all variables,
namely: control of work, delegation, co-operation, awareness and attitudes, have a
high level of correlation with the dependent variable named: Successful achievement
of IS in an HHO (Table 4.15).

4.5 Regression Analysis

The objective of the regression analysis is to analyze the relative importance of the
five factors found in the literature. This research analyzed one factor with the other
four factors and measured how these are influenced. It also determined the factor
which causes the highest impact among the four other factors. It gives a more

accurate value to the end-user.
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Table 4.16: Regression Analysis

Variable R Square
Control of work 0.334
Delegation 0.343
Co-operation 0.509
Awareness 0.631
Attitudes 0.663

According to Table 4.16, the R square values of control of work (Table 4.17) and
delegation (Table 4.18) are low, compared to the other variables and reflect a
moderate correlation. The attitude variable has the highest impact on the result of this
research. The SPSS results are given in Table 4.17 and Table 4.18.

Table 4.17: Regression Analysis of the Control of Work Variable
Model Summary

Adjusted R =id. Error ofthe
R Zguare Square Estimate
334 330 1.316

The result — The value is 0.334 and has a low impact on the
end result

Table 4.18: Regression Analysis of the Delegation Variable
Model Summary
Adjusted R =td. Error ofthe
R Square Square Estimate
343 335 1.307

The result — The value is 0.343 and has a low impact on the end
result
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4.6 Summary

The first result of the demographic qualification data analysis is shown in Figure 4.1.
Most of the employees (46%) have only a certification level qualification and 30% of
the employees have a diploma-level qualification, while 15% have a degree level
qualification. Only 9% of the employees have a post-graduate level qualification.
The qualification variation clearly identifies the employees of the organization,
according to the hierarchy from bottom to top.

The second result of the demographic job description data analysis is shown in
Figure 4.3. A majority (45%) of employees is deployed in technical IT-related work,
while 27% are in IT management. The variations in the qualification levels

correspond to employees’ position in the HHO IT department from bottom to top.

The result of the demographic age data analysis is shown in Figure 4.5. Most of the
employees are in the age range of 35-45 years. The secondary age range is 25-35
years. The age range differs according to the hierarchical levels and experience of

employees within the organization.

The result of the reliability analysis is shown in Table 4.1. The control of work,
delegation, cooperation, awareness and attitude variables have Cronbach’s alpha,
respectively at 0.702, 0.780, 0.784, 0.782 and 0.773. Hence, these variables have
very good internal consistency. The dependent variable named: Successful
achievement of IS in an HHO, has an indicated value of 0.724 and has very good

internal consistency.

The result of the Pearson correlation analysis is shown in Table 4.3. The variables:
cooperation, awareness and attitudes have a high correlation with the dependent
variable named: Successful achievement of IS in an HHO. The variables: control of
work and delegation has a moderate correlation with the dependent variable. The
main guidelines can be developed by using the co-operation, awareness and attitudes

factors when considering the results of the correlations among the variables.

The result of the ANOVA is shown in Table 4.4. The variables named control of
work, delegation, cooperation, awareness and attitudes have a high correlation with
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the dependent variable named: Successful achievement of IS in an HHO. Guidelines
can be adopted using all the factors because they have a high correlation in the

successful achievement of IS in an HHO.

The result of the regression analysis is shown in Table 4.5. The R square values of
control of work and delegation are low compared to the other variables, and carry a
lower impact in the correlations. Therefore, the control of work and delegation
factors can be moderately considered when creating the guidelines, because these

variables have a lesser impact on the successful achievement of IS in an HHO.
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5. CONCLUSION

51 Introduction
The main objective of this research is to determine the human factors which affect

the successful achievement of IS in HHO.

As per the results shown in Chapter 4, Table 4.7, the co-operation, awareness and
attitude factors of the employees have a high correlation in the successful
achievement of IS in an HHO. Hence, those human factors are considered as having

a positive effect on the successful achievement of IS in HHO.

The control of work and delegation factors are correlated moderately in the

successful achievement of the IS in an HHO as shown in Tables 4.10 and 4.12.

The co-operation, awareness, attitude, control of work and delegation variables
together has a high correlation in the successful achievement of IS in an HHO as
shown in Chapter 4, Table 4.13.

Employee attitude was identified as the most valuable asset and which can easily be
used in the achievement of IS in an HHO as shown in the results of Chapter 4, Table
4.8.

Finally, the most effective human factors for achieving effective IS in HHO were

identified as Co-operation, Awareness and Attitude.

The HHO should address these positively correlating human factors in order to

increase IS.

Furthermore, guidelines were prepared by using the above listed most effected

human factors with the incorporation of industry best practices.

5.2 Industry Best Practices to use as Guidelines

The following guidelines have been prepared using human factors selected through
the findings of this research and integrating with the industry best practices for
achieving of IS in an HHO.
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E-mail to be used by hierarchical level personnel to communicate
official documents within the organization in an efficient manner,

according to the result of Chapter 4, Table 4.11.

Implement file transactions through password-protected computer
systems using relevant file transfer protocols, according to the result
of Chapter 4, Table 4.8.

Conduct training for employees about the computer systems, IS and
arrange a user help desk support service with the goal of increasing

employee awareness, according to the result of Chapter 4, Table 4.9.

Prepare a user manual for IS awareness methods for users, IT
managers and top-level managers to upgrade the knowledge and
increase the awareness of employees, according to the result of
Chapter 4, Table 4.9.

Conduct frequent knowledge sharing sessions for employees
regarding new technologies, vulnerabilities and the protection of
computer systems from the theft and third parties in order to increase

employee awareness, according to the result of Chapter 4, Table 4.9.

Align the vision for IS with the HHO's vision in order to provide
efficient and reliable service to its users and to increase employee
attitude levels, according to the result of Chapter 4, Table 4.8.

Conduct hands-on training and awareness programs for the employees
regarding benefits of the achievement of IS in an HHO, according to
the results of Chapter 4, Table 4.9.

Management should educate and encourage subordinates to have a
positive attitude about the success of implementing information

security standards, according to the results of Chapter 4, table 4.8.
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53 Conclusion

The results of this research provide important insights into the human factors that
affect the successful achievement of IS in an HHO. Furthermore, three human factors
have been identified to be highly positively correlated to the successful achievement
of IS in the HHO. The research proposes a set of guidelines by using industry best
practices that correlate with identified human factors to improve the efficiency and
effectiveness of the same. These guidelines will benefit the HHO by increasing the
quality, reliability and efficiency of the information security service. Successful
adherence to these guidelines will mitigate risk and vulnerabilities, and will enable

the successful achievement of IS.

54  Summary

The most effective human factors (co-operation, awareness and attitude) have been
identified in the research to use as further development strategies in the IS of HHO.
IS Dbest practices which are currently used in the industry are also presented as
guidelines together with the research findings.

The co-operation, awareness and attitude factors of the employees have high
effectiveness in the "Successful achievement of IS in an HHO". Furthermore, the
employee attitude was identified as the most valuable asset which can easily be used

in the achievement of IS in an HHO.

Hence, according to the above results, the use of above best practices as guidelines in
the achievement of the IS in an HHO will increase the quality, reliability and
efficiency in service delivery through the elimination of the IS obstacles in the

organization.

55  Challenges & Limitations

There were many challenges and limitations encountered in this research study.

e Difficulty in convincing the senior management - Due to the lack of
knowledge about the importance of IS and their reluctance to change existing
behavior, the senior management always tends to postpone the application of
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IS best practices. This could be eliminated by providing comprehensive

knowledge of IS through training.

The research was narrowed down to human factors as it was the most
significant and important factor, among other technological, organizational
and regulatory factors. Also, the research scope was limited to an HHO IT
department. The human factor was considered due to the convenience of data
collection and the ease of finding literature, as well as constraints of time,

finances etc.

Difficulty in changing the cultural patterns of the employees who are
reluctant to adopt new technology due to lack of understanding of the

importance of IS.

Data collection was done through the use of a population size of 300
employees since IT equipment is being handled only by those employees.
This was adopted due to convenience because these employees have a
reasonable 1Q level and were able to understand and answer the

questionnaire. This gave some positive results for the research instrument.

The scope of this research was limited to an HHO IT department and used a
case study based approach for the selection of population and sample size. All
employees responsible for IS in the HHO IT department were taken into
consideration as the population, but only 169 employees were selected as size

of the sample, with intention of minimizing the sampling error.
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APPENDIX A: A LIST OF QUESTIONS

The rest of the questionnaire was evaluated using the scale given below.
1 — Strongly agree

2 — Agree

3 — Moderately agree

4 — Disagree

5 — Strongly disagree
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Given below is the demographic section of the questionnaire:

01 What is the highest educational qualification level you have completed?

a)
b)
c)
d)
e)

Certification level
Diploma level
Bachelor’s degree level
Postgraduate degree level
Doctoral degree level

02 What is your current employment role? Tick all that apply:

a)
b)
c)
d)
e)

Management in IT-related work
Management in Non-IT work

Technical in IT-related work

Technical in Non-IT work

Nontechnical and Non-Managerial work

03. What is your age?

a)
b)
c)
d)
e)

Below 25
Between 25 - 35
Between 35 - 45
Between 45 - 55
Above 55

The other questions in the questionnaires were prepared according to the variables
found in the literature.

Control of work —

04 Our section head has encouraged us to use the virus guard when connecting
the external devices to our computers.

L]

L]

L]

Strongly agree
Agree
Moderately agree
Disagree
Strongly disagree

05 Policies and procedures have been implemented to protect the computerized
information in our organization.

Strongly agree
Agree
Moderately agree
Disagree
Strongly disagree
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Delegation —

06

07

When my superior is not available, 1 am able to check and edit the superior
related work in the computer system using my username and password.

. Strongly agree

. Agree

. Moderately agree
. Disagree

. Strongly disagree

The work culture of our organization allows me to grant the opportunity for
my subordinates to view and edit the details of the computer system using
their usernames and passwords.

. Strongly agree

. Agree

. Moderately agree
. Disagree

. Strongly disagree

Co-operation —

08

09

I am allowed to communicate well with my supervisor, regarding the
information security matters.

. Strongly agree

. Agree

. Moderately agree
. Disagree

. Strongly disagree

Our organization uses industry-recognized intelligence technique for the
protection of our computerized information from the vulnerable third party.

. Strongly agree

. Agree

. Moderately agree
. Disagree

. Strongly disagree
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Attitude —

10 I have a positive belief about "How to secure the computer-related
information” in our organization.
. Strongly agree
. Agree
. Moderately agree
. Disagree
. Strongly disagree
11 | always stand to adhere to the instruction given by the supervisor, which
regarding the security of our computerized information.
. Strongly agree
. Agree
. Moderately agree
. Disagree
. Strongly disagree
12 I had a mood working extended hours for improving the information security
in our computer systems.
. Strongly agree
. Agree
. Moderately agree
. Disagree
. Strongly disagree
13 I always in a position to work hard to improve the quality of our data (by
double-checking) the entered record to the computer system.
. Strongly agree
. Agree
. Moderately agree
. Disagree
. Strongly disagree
Awareness —
14 | have participated in enough training regarding protecting the valuable
information on our computer system by the third-party vulnerabilities.
. Strongly agree
. Agree
. Moderately agree
. Disagree
. Strongly disagree
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15 I haven’t done any misuse with the information, which is stored in our
computer systems.

. Strongly agree

. Agree

. Moderately agree
. Disagree

. Strongly disagree

Dependent variable - Successful achievement of information security for a
highly hierarchical organization.

16 By applying the information security in our organization, more advantages
have been gained when compared to other organizations, which are affected
by the virus attacks.

. Strongly agree

. Agree

. Moderately agree
. Disagree

. Strongly disagree

17 Each user has a password for the computer systems and separate physical
identification ID. This information has helped to protect our information from

misuse.

. Strongly agree

. Agree

. Moderately agree
. Disagree

. Strongly disagree

18 Policies and procedures of our organization immensely helped to protect the
information security in our institution.

. Strongly agree

. Agree

. Moderately agree
. Disagree

. Strongly disagree

62



APPENDIX B: REQUEST LETTER

Dear Sir/Madam/Senior Officers/Officers/Sailors/Civil staff,

This is to inform you that | plan to carry out a survey in order to gather information
to determine the human factors affecting and to prepare guidelines for the application
of the information security in the Sri Lanka Navy IT department.

I kindly request you to provide the appropriate answers to the questionnaire given

below. Your participation in this research questionnaire is greatly appreciated.

If you have any queries or wish to know any other information regarding this, please

feel free to contact me.

I thank you for your time and for helping me to make this research a success.

Sincerely,

R. M. K. B. Rajapaksha

Mobile: 0713564148

kanchana.16@cse.mrt.ac.lk
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APPENDIX C: FACTOR TABLE

HUMAN FACTORS
SH.NO|YEAR |TITLE Control of Work|Delegation |Cooperation | Aw areness| Attitudes
1 1986 Decision Support for Planning and Resource 1 1 1
2 1951 Regulation and Contralin Hierarchical Organizations 1 1 1 1
3 1591 Cultures and creativity within hierarchical organizations 1 1 1
From traditional knowledge management in
4 2009 |hierarchical organizations to a network centric q q q q q
paradigm far a changing warld
An Bnalusiz of Infarmation Systems Security Management [ISSM]:
5 2003 | The Higrarchical Organizations vs. Emergent Organization 1 1 1 1 1
Explaration, Explaitation, and Knowledge Management Strategies in Multi-Tier
[ o0 |Hierarchical Organizations Experiencing Erwironmental Turbulence 1 1 1
1932 Cooperation in Hierarchical Organizations: An Incentive Perspective 1 1 1 1 1
2011 Efficient Fromation Strategies in Hierarchical Organizations 1 1 1
3 2013 The dunamics of apinion in hierarchical organizations 1 1 1 1
1 2006 !mpleme.ntatinn al.'u:l effectiveness of organizational 1 1
information security measures
Uszing Security Requirements Engineering Approaches to Support 50 27007
1 2012 | Information Security Management Sustems Development and Documentation 1 1 1

64




Using 150 27007 in Teaching Infarmation Security

12 2012

1 2015 The Effects of Cultural Dimensions an the Development of 1
an 1SMS Bazed on the IS0 270010

14 06 The Impact of IS0 27001 Certifization on Firm Perfarmance

5 2009 & new quantitative approach forinformation security risk assessment

% o008 Appraizal of the e ectiveness and e ciency of an Infarmation Security
Management Sustem bazed on 150 27001

17 2014 Evaluating the effectiveness of IS0 27001 2013 bazed on Annex &

18 o008 Exploring the suitability of IS zecurity management standards for SME=

19 2013 FORISE: Farmalizing Infarmation Security Rizk and Compliance Management

20 007 Infarmation Security Management - & Practical Approach
Infarmation Security Management - Defining Approaches ta Infarmation

21 | z0m ation s !
Security Policies in ISMS

2 011 Infarmation Security Management Sustem Standards:
& Comparative Study of the Big Five

3 2015 Infarmation Security: Risk, Governance and Implementation Setback 1

24 2012 Imteqrating ISCNEC 270071 and ather managerial discipline standards 1
with processes of management in organizations

o5 06 [SMS core processes: A study 1
IT and Business Pracess Performance Management: Caze Study of TIL

26 2003 Implementation in Finance Service Industry 1
PHvSICAL AND LOGICAL SECURITY MANAGEMENT ORGAMNIZATION

27 MODEL BA&SED OM IS0:31000 AND IS0 27001

25 06 Proactive Security Metrics for Bring'our Own Device (BY'00)in
|50 2700 Supported Environments 1

29 SCADA Sustem Security

0 06 Security Management Standards: & Mapping

23

20

21

22

15
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