
 

32 

 

References   

[1] J. McCabe, "FBI Warns of Dramatic Increase," 4 April 2016.   

[2] APWG, "Phishing Activity Trends Report," 2017.  

[3] J. Hong, "The Current State of Phishing Attacks," Carnegie Mellon University, 2012.  

[4] V. R. Hawanna , V. Y. Kulkarni and R. A. Rane, "A Novel Algorithm to Detect 

Phishing URLs," International Institute of Information Technology, Pune, 2016.  

[5] A.Naga Venkata Sunil and A. Sardana, "A PageRank Based Detection Technique for 

Phishing," IEEE Symposium on Computers & Informatics, 2012.  

[6] F. Sanchez and Z. Duan, "A Sender-Centric Approach to Detecting Phishing," 

International Conference on Cyber Security, 2012.  

[7] S. Singh, A. K. Sarje and M. Misra, "Client-Side Counter Phishing Application using 

Adaptive Neuro-Fuzzy Inference System," Fourth International Conference on 

Computational Intelligence and Communication Networks, 2012.  

[8] R. Verma, N. Shashidhar and N. Hossain, "Detecting Phishing Emails the Natural 

Language Way," Springer-Verlag Berlin Heidelberg , 2012.  

[9] L. Ma, B. Ofoghi, P. Watters and S. Brown, "Detecting Phishing Emails Using Hybrid 

Features," IEEE Computer Society, 2009.  

[10] M. Pandey and V. Ravi, "Detecting phishing e-mails using Text and Data mining," 

2012 IEEE International Conference on Computational Intelligence and Computing 

Research, 2012.  

[11] N. G. M. Jameel and L. E. George, "Detection of Phishing Emails using Feed Forward 

Neural Network," International Journal of Computer Applications, 2013.  

[12] S. Aggarwal, V. Kumar and S D Sudarsan, "Identification and Detection of Phishing  

Emails  Using  Natural  Language  Processing  Techniques," 

https://www.researchgate.net/publication/288379774, 2014.  

[13] A. Saberi, M. Vahidi and B. M. Bid, "Learn To Detect Phishing Scams Using Learning 

and Ensemble Methods," 2007 IEEE/WIC/ACM International Conferences on Web 

Intelligence and Intelligent Agent Technology - Workshops, 2007.  

[14] M. Khonji, Y. Iraqi and A. Jones, "Lexical URL Analysis for Discriminating Phishing 

and Legitimate E-Mail Messages," 6th International Conference on Internet 



 

33 

 

Technology and Secured Transactions, 11-14 December 2011, Abu Dhabi, United 

Arab Emirates, 2011.  

[15] J. Hajgude and L. Ragha, "Phish Mail Guard :Phishing Mail Detection Technique by 

using Textual and URL Analysis," IEEE, 2012.  

[16] W. D. Yu, S. Nargundkar and N. Tiruthani, "PhishCatch – A Phishing Detection 

Tool," Annual IEEE International Computer Software and Applications Conference, 

2009.  

[17] N. Zhang and Y. Yuan, "Phishing Detection Using Neural Network".  

[18] L. . M. Form, K. L. Chiewy, . S. N. Szez and W. K. Tiong, "Phishing Email Detection 

Technique by using Hybrid Features".  

[19] S. Marchal, J. François, . R. State and T. Engel, "PhishStorm: Detecting Phishing  

With Streaming Analytics," IEEE TRANSACTIONS ON NETWORK AND 

SERVICE MANAGEMENT, 2014.  

[20] B. Kumar, P. Kumar, . A. Mundra and S. Kabra, "DC Scanner: Detecting Phishing 

Attack," Third International Conference on Image Infonnation Processing, 2015.  

[21] Y. Du and F. Xue, "Research of the Anti-Phishing Technology Based on E-mail 

Extraction and Analysis," International Conference on Information Science and Cloud 

Computing Companion, 2013. 

 

[22]  MalwareTraffic, "Malware-Traffic-Analysis.net," [Online]. Available: 

http://www.malware-traffic-analysis.net/2019/index.html. 

[23]  ZZZProjects, "Nuget Gallery - HtmlAgilityPack," zzz Projects, [Online]. Available: 

https://www.nuget.org/packages/HtmlAgilityPack. 

[24]  Ivan.AdminSystem, "NuGet Gallery - EAGetMail," Ivan.AdminSystem, [Online]. 

Available: https://www.nuget.org/packages/EAGetMail/. 

[25]  T. Alex, "Nuget Gallery - TAlex.SEOStats," T-Alex, [Online]. Available: 

https://www.nuget.org/packages/TAlex.SEOStats/. 

[26]  phishtank, "PhishTank - Join the fight against phishing," PhishTank, [Online]. 

Available: https://www.phishtank.com. 

 


