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ABSTRACT

Use of Information Technology (IT) in business revolutionized over the last few decades and
more and more businesses increasingly rely on their computer based information systems to
handle their business operations. Studies indicate that the unethical, inappropriate or illegal
behaviour of the information workers, who misuse computers and information systems of
their organization, has caused serious consequences with billions of losses to the business
and with damage to the society in large. Therefore, much emphasis has recently been given
to understand the ethical behaviour of individuals and the factors that could influence such
behaviour.

The present study links the diverse literature in the field of ethical behaviour research, in
order to recognize specific characteristics that are associated with, and might influence the
ethical/unethical behaviour intention of bankers of the Licensed Commercial Banks (LCBs)
in Sri Lanka, when they are faced with ethical dilemmas while using IT. Further, this study
attempts to provide the bank managements with guidelines, in managing ethical problems
associated with IT.

The significant findings from previous studies serve as the foundation on which the
theoretical framework for this research is built upon and the hypotheses are formulated. A
questionnaire instrument was developed and administered among 307 bankers of leading
LCBs in Sri Lanka, using simple random sampling techniques.

According to the research findings across all scenarios, banker’s Attitude and the Personal
Normative Beliefs significantly explain the intention to behave ethically/unethically. It is
important to note that the significance of the factors that influence the behaviour intention,
varied along with the etﬁ;igal scenario faced by "the “individual, ag well as the importance
perceived towards the particular ethical scenario in'quéstion.

This research concludes that in addition to the monitoring and detection measures that are
enforced in the banks, deterrent measures should also be adopted, to encourage and promote
ethical behaviour among the bankers.

Keywords: IT ethical behaviour, ethical dilemma, perceived importance, planned behaviour,
reasoned action

iii



ACKNOWLEDGEMENT

I wish to express my deepest gratitude to all those who have encouraged and

supported me in many ways to successfully complete this research.

First and foremost, my earnest thanks to my Research Supervisor, Dr. Sanath
Jayasena, Senior Lecturer of the Department of Computer Science and Engineering,
University of Moratuwa, Sri Lanka, for the valuable guidance, support and

encouragement extended to me in realizing my research objectives.

Also, a very special note of thanks should go to Dr. Chandana Gamage, MBA in IT
Course Coordinator and Senior Lecturer of the Department of Computer Science and
Engineering, University of Moratuwa, Sri Lanka, for the precious guidance given to

me in developing my research skills right from the beginning of this research.

A special mention of appreciation must go to all the bankers who always supported
me with their valuable inputs. The unfair courtesy and cooperation given by them in

answering the lengthy auestionnaire is highlv annreciated

Furthermore my earnegfTthanks to, the Head of the- Department . Vishaka

g3
Nanayakkara, academic: anid nonsacademicrstaff|o Computer

Science and Engineeuug, UIiliveisity O1 ivioiatuwa, 101 ui€ guidaiice 4aiia resources

provided to me in bringing this study a success.

A very special note of thanks should go to my dear friends Thanuja and Chamikara
Jayalath from the USA, for finding me the important research articles without

hesitation, whenever necessary.

My heartfelt appreciation should go to my dear husband Viraj, for all the
encouragement, care and unconditional support given to me throughout the good and

bad times during this research.

Finally I wish to convey my earnest thanks to all those who helped me in many ways
whose names have not been mentioned above, but were instrumental in bringing this

research a success.



TABLE OF CONTENTS

Page
DECLARATION.....cccuereerrecnrsncerecsessmesaesssssssassssssssessesssssasssssassasssesassssssssssassassssssssssesnssassassasasens i
COPYRIGHT STATEMENT ......ccoiniiinrmnnincsscssssnesisussessisnssesassessssssssesssssesassassnssassasassssnsasanss ii
ABSTRACT .....ooeeueerecanracncsrennsstonsssssssssssssssssssssssssntssssssstasssssssssssesssssssessssssssssssssssassassssasassnaseas iii
ACKNOWLEDGEMENT .....cccccvesmmimmsasinmesccsssisssssesssssssssssssesssssosssssnsssasssssessesassassssassasnasaas iv
LIST OF FIGURES .......cooieeerneeinsnsssssssosscsssssesssssissesssssessassssssssssssessosassssssassssssnsesnesassnssnsnsss viii
LIST OF TABLES .......oooeiinuiniinsecsisscscsscsssssssssssssestosssssnssassassssessssssssssasasssssssssasssassassssssssasssss ix
LIST OF ABBREVIATIONS ....cccoviiiecniinnnsisunsnesnssesassessessssessasassesassassassassassnssnssassassssssnses x
1 INTRODUGCTION......ccciiriirennsaosssssmsssssscssessssiossassstsssssssssassssssssssasssssssnessesasssssassasasssssssns 1

1.1 Chapter OVETVIEW ....ocviiuieieiiiciciiececiieictret ettt sbe s s nesn s e s se s e s s e ssnenesnessens 1
1.2 Background and MOtIVALION ........cccevermiiviciiiniiiiniiiieeecsrie s 1
1.2.1 Computer Ethics in BUSINESS........ccccrieecciiiiiiiiiiiiineccnsiisie e 1

1.2.2 Information Security in Business — Recent Findings..........cccccoivvimecenennne. 4

1.2.3 Information Technology in Banking...........ccccccceinininnincnineniienncnenes 5

1.3 Working Definitions .....cc.cocecirrieiiniiiiiiiiiiiictieer et 7
1.3.1 Licensed Commercial Bank ........c.cccccoceeiiiiiiiiiiniiiiiiee e 7

1.3.2  BaANKET ..ot e e e 8

1.3.3  Behaviour INTention ..o 8

1.4 Problem Statemk%f.‘ ...................... 9
1.5 Objectives of thBEEEgearchCCIIOMIE LGS 0o LISSCTIAUONS s 9
1.6 Research Desigfte=.... . WWW. LD AL AC K s 10
1.7 Importance and Benefits of the Study oo 11
1.8 Nature and Form of the ReSultS .....cveeiieeeiinciceiciiiiicicrrrccectecer e 12
1.9 Structure 0f the Thesis .....cooiiiiiiieiiieeccictcc e 12
2 LITERATURE REVIEW ........couiinimmimmmcoiisssssissmsmssnsssssssssssssassssssssssssassassassasssssssss 13
2.1 Chapter OVEIVIEW ....ccicveeiiieeiciiicieieicitc sttt s ssse b e et s s e sae s assasnesanencans 13
2.2 Behavioural Theory and Research.........cccccooiviiinininninniniecicnecn e 14
2.2.1 Theory of Reasoned Action (TRA).......ccceemriiimiiiiiiieniireienceccneee 15
2.2.2 Theory of Planned Behaviour (TPB) ......cccoccvuiviimrmnininiiiiiiiiceceieineees 17

2.3 Ethical Behavioural Theory and Research ... 19
2.4 IT Ethical Behavioural Research...........cccccceciiiiniininiininiiiiiiiiceeiceieceseens 24
2.5 Behavioural Model Constructs —Theory and Research.........ccccccovviiinicinininiinnnne. 30
2.5.1 Ethical Behaviour INtention .........cc.ccoccerveiiiiiiniiniiiniiciccecniecie e 30
2.52  ATEUAE c.ovveeeeie et as s e b bbb b s en e 31
2.5.3 Moral Judgment........ccccooiiiiiriiiiiiirie st 32
2.5.4 Personal Normative Beliefs........ocoeorecciiiiiiiiiniiniiiiiiiciccteceiee 33
2.5.5 EgO Srength ...couociiiiiiiiiciiiiit it 34
2.5.6  Locus of CONLIOL......ccueciiiiiiierreriircececmeee ettt ne s 36



2.5.7 MaAChiaVEllIAMISITL coceeeeeeeeciiieieetieeetieeeeeeeeeeseessnnnnnanssssanennsssnnssnsnsssnsmnnmrnssssssas 37

2.5.8 Individual CharacteriStiCs. ....coerrrrrrerirerieererreecrrserseeseesinesireeeessieinsessnssnsnens 39
2.5.9 Perceived IMPOIanCe ......ccoeuirueerirecmiiniiciiriisissessesresese s ess s sassesens 39
2.5.10 SCEMATIO . .eeuvevieriireerestesieereesesteseneseemeeeesmeenentaseesrerssassrtsastorsssesessessssbersasnan 40
2.5.11 Referent Others......cc.oocoiiciiiieiieieeirereerececiresssteestcesnesseesssveesnnseseesssassnanns 41
2.5.12 Organizational Ethical Climate ..........cccocoeiniiiiiiiiiinieescness 41
2.5.13 Past BEhaViOUT .......couvvemeeiiieiecieecreee ettt eeee e sstese bt s snnssssnsssssonsnens 45
2.5.14 Contingencies of Reinforcement..........ccoceeevvvinmeiimimciiiiecnee e 46

2.6 Chapter SUMIMATY ......ccccootiitiomerriienr ittt b esnsasees s e nsssnssasassetasmeaceseesneanes 47
3 METHODOLOGY OF STUDY 48
3.1 Chapter OVEIVIEW ..cc.ccoouieiiiicecemiiiiicitiitsncatstee et es e sas e nensansnens 48
3.2 ReESEAICh PrOCESS....ooiiiiiiiiiiiieieiree ettt s e s e sbesssab s a s s e s an e s s aneaesennenan 48
3.3 Theoretical Research Framework ........ccoccecervrrecrceniinininiiciiiiniiccreeicesecssesens 50
3.3.1 Variables and Relationships .........cccocccemrneniiiiiiiiniiiiiccientee e 51
3.3.2 Hypothesis DeVElOPMEnt .......cccoucvivuiiimniirimeinieietnie et 56
3.3.3  Omitted CONSIIUCTS....c.oiiuireeriieeeiereee i srste st cesresaneessnesestesennaeesssasnsaans 60

3.4 Operational Definitions.......ccoeericiiviininiriiniiirenre st siens 63
3.4.1 Ethical Behaviour INteNtion ........ccocvieiiieiecciirecrreiinitiniesninesesises s senneenns 64
342 ATHEUAC ..ottt ettt et ettt b e sa s a b s 64
3.4.3 Personal Normative BeliefS.........cccccevvreririeeciniiiiinciiniinicicic e 65
344 EgO SIrENGh c..covciiiiiciiiiiiiiiii ittt 65
3.4.5 LoOCUS OF CONMIIOL....uiiiiiiciiiieieie ettt satscsns s sb e sesn s s e asae st sneeeas 66
3.4.6 MachiavellTanisSm ... 67
3.4.7 Individual @haracteristicstsily. ol Maratuwa, Sei.Lanka, ... 67
34.8 Organiz4fiand EthidalClimate Theses & [isserlations. o 68
3.4.9 Referent Qfers. .. vusviy, L At A0 Ko 68
3.4.10 Perceived IMPOrtance .. ... esseseeneen 69
3.4 11 SCENATIO weeeeeiniieieciecie ettt e sre e eteesseeseessessst s sassonasnessasssan e sn e ssasaassesnnons 69

3.5 RESEAICh DESIZN...cviuieiiricrictecriccrecntirt ettt e b e et se e st es 71
3.5.1 Purpose of the StudY......ccccevemmiiniiiiiiniiniiee et 71
3.5.2 Type of INVEStIGAtioN......ccccciviuimiviiiiiiiiiiiciiieiete et 71
3.5.3 Method of Data ColleCtion.........ccceeiieeierenimreiiieiiiiciieninie it cserrenneesseeneas 72
3.5.4 Extent of Researcher Interference........c.occovvvviviiiiiiniiiiinniiniccinnceiene 72
3.5.5  Unit Of ANALYSIS..ceciiivieririeeieieieeteeeiesicsiit st st sbse s e be s sn s en 72
3.5.6  TiMeE HOTIZOMN...ooiiiiiiieeee ettt ettt sssbe s snee s n s s snessnneeess s sane e 73

3.6 Questionnaire Instrument DeSIZN ....ccccoviviiiuiimiiinirici e 73
3.7 Data COECHION .ccveiieireeniivciieeie ettt et ee st et essbt s sobt e ssass s aassesnssssnnenessaassnesnneas 75
3.7.1 Population for the Study.........ccccceiviimiiiniiiiii e 75
3.7.2 Sampling TeChNIQUE.........cccceureiriiiiiiiiiiitit s 78

3.8 Method AdOPLEd ....ccvviiriiieiirieceiececetit ittt et sne e 80
3.9 Chapter SUMIMATY .....cccccovuereeinmiieitiiiniiiiineeserens e rssesesses e ssessessesssassssactastsssssens 80
4 DATA ANALYSIS AND INTERPRETATION 81
4.1 Chapter OVEIVIEW .....ccccceieeeriicricciniiitiirieiiestost et ss s ssa e b st e e sen et tossses 81

vi



4.2 Reliability TESIMZ...ccvroeeveeererereiecemriereiesetenritetsstsnese s s s s s e ssas s e neneeseacens 81

4.3 DeSCriptive StAtISTICS.....coveuiueiiiiiiitiiiieriie ittt 82
4.4 Inferential Statistics — Pearson Correlation ........cc.cceeviieirviiniennieeiinecnecinieeeeeienns 84
4.5 0One- Way ANOVA ittt 87
4.6 Regression ANALYSIS.......cccoerioieiiiiiiiiniiiniitiees s 91
4.7 Discussion 0N RESUILS ....c.ccieueiviiiirneeiiieeieeienreenerierce ettt cneese et b s en s s s nens 94
4.8 Chapter SUMMATY .....c.ccoeeiiiiieieiiiiiiit it esses e ss s ene et es ettt estet s enens 97

5 CONCLUSIONS AND RECOMMENDATIONS 98
5.1 Chapter OVEIVIEW ......ccoiiiiiiieiiiiieiciiiieicte et b st ens 98
5.2 Implications for BUSINESS........cccccevimimiiiiiiiiiiiiiii ittt 98
5.2.1  Ethics TraNIng ..ccoeceeueerieeiecieticcnieeciieeies st eas s sesens 99

5.2.2 Meaningful Code of Ethics .....cccccceouviniviniiiiinimiinieneicictcree e 100

5.2.3  REINFOTCEMENL ....veuviveereerieieeieeeireneeteeeteaesieteaseneetsressebessestsrnsssstebe s enensenes 102

5.3 Recommendations for Future Research.........cccooeoviiiiiiiniiniiniiciiiiieneicee 102
5.4 Concluding Remarks.......ccoccovuiiiiiimiiiiiiiiiiiei e 103
5.5 Chapter SUMMATY .....c.cccccireeeimimeiiiiriintinesentetesrbeeerssmenenseses s e et st esesnenescaes 105
REFERENCES 106
APPENDIX A - QUESTIONNAIRE INSTRUMENT 113
APPENDIX B - DESCRIPTIVE STATISTICS 121
APPENDIX C - REGRESSION ANALYSIS 157

vii



LIST OF FIGURES

Page
Figure 2.1 Theory of Reasoned Action - Conceptual Framework ........cc.c.ccoccvirnicnniicccnnnne, 16
Figure 2.2 Theory of Planned Behaviour.........ccccoviiiiniiiciininiinniicneticiencciecccnenicas 18
Figure 2.3 A Contingency Model of Ethical Decision Making..........cccococrecceriinnccnecennenne. 22
Figure 2.4 Interactionist Model of ethical decision making in organizations...........ccc.cccee..c.. 23
Figure 2.5 Ethical Behaviour of Information Systems Personnel (Banerjee et. al.)............... 26
Figure 2.6 Ethical Behaviour of Information Systems Personnel (Leonard et. al.)................ 28
Figure 2.7 Ethical Climate TYPES ....cccveruirrteeiiriieeiiriieie ettt er et et sen e e snessaeesnene 43
Figure 3.1 Theoretical Research Framework............cccvveiiiiieeniioieieieeeiieee e e 50
Figure 3.2 The relationship between sample size and total population...........ccceerveevcreeennnnne 79

viii



LIST OF TABLES

Page
Table 1.1 Four ethical issues of the information age.........cccccooevviviiiiiiiiiiiniiiceee 3
Table 2.1 Six stages of moral development according to Kohlberg ........c.ccocvvvcniireinnnnnn. 20
Table 2.2 Ethical Climate Types and their Dimensional Classifications...........coccceevemnnnene. 44
Table 3.1 Dependent Variables..........ccccociiiiiiiiiiiiiiiiiiicintterenr e 51
Table 3.2 Independent Variables ..ottt 52
Table 3.3 Moderating Variables .........cc.cccoceiriiiieriiciciinieieet e ene s 54
Table 3.4 Summary of Instrument Measures..........ccceveeiiiiiiiiiiiiiiiiriiicee et eseesees 74
Table 3.5 Licensed Commercial Banks in Sri Lanka .......cccccocoeviiiinniniciennniiciniiinicens 75
Table 3.6 Bank and Branch Network of Licensed Commercial Banks by District ................ 76
Table 3.7 Work Force of prominent LCBs in Sri Lanka as at the end of 2009 ...................... 77
Table 4.1 Cronbach’s Alpha Coefficients.......c.ccocecoreiiiiiiiniiniiiiinininciente s 81
Table 4.2 Pearson Correlation - Attitude and Ethical Behaviour Intention .........c.ccooevvvuenee. 84
Table 4.3 Pearson Correlation - PNB and Ethical Behaviour Intention............ccccecceiiiiennnnin. 85
Table 4.4 Pearson Correlation - Perceived Importance and Ethical Behaviour Intention......85
Table 4.5 Pearson Correlation-Org. Ethical Climate and Ethical Behaviour Intention.......... 86
Table 4.6 Pearson Correlation - Referent Gthers and|Bthical\Belavidun intention................ 86
Table 4.7 One-Way ANO& # Hightand'Low Ego Strefigth’ 2R SR e 87
Table 4.8 One-Way ANOV';X — External and Internal Locus of Control.........c..cccovvenmvcvunucns 88
Table 4.9 One-Way ANOVA — High and Low Machs ........c.ccccocririviicinniiiniienincrennnne. 88
Table 4.10 One-Way ANOVA — Gender.........c.ccouvccriciiniiiniiiinniniiniiernneesssessesesnessnenesenes 89
Table 4.11 One-Way ANOVA — AZE.....ccoiririieiiiiiciiiiiniccnetitiiaissisaessessesssssesesssssessesesssns 89
Table 4.12 One-Way ANOVA — Professional Banking Experience..........ccccccoeevevniviiiirernnnen. 90
Table 4.13 One-Way ANOVA — DeSignation.........c.ccecuvviiieeminniiniiineniessiesseseensnenssnesessnes 90
Table 4.14 Regression Analysis — Perceived Importance included in the model.................... 92
Table 4.15 Regression Analysis — Based on Perceived Importance ............ccoccoeeveevnienuennenns 93
Table 4.16 Ethical Behaviour Intention - Previous Research Results..........cccoooeiiiiiecnnnnnnnns 96

ix



LIST OF ABBREVIATIONS

Abbreviation Description

DIT Defining Issues Test

HR Human Resources

IS Information Systems

IT Information Technology

LCB Licensed Commercial Bank
PBC Perceived Behavioural Control
PNB Personal Normative Beliefs
TRA Theory of Reasoned Action
TPB Theory of Planned Behaviour





